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Introduction

I n the world of networks, control techniques
are crucial. Packet switching networks are
like motorways; if there are too many

packets travelling down then none of them get
through. Both the network and the data flows
must be controlled. Flow control is a preventive
measure, it limits the data flows to the physical
medium’s transfer capacity.

We can define the terms flow control more pre-
cisely: flow control is an agreement between two
entities (the source and the destination) to limit the
service’s transmission throughput in accordance
with the resources available in the network.

When looking at Internet flow control tech-
nique, a lot of effort has been through the slow
start and congestion avoidance algorithm, the
RSVP protocol, the DiffServ and IntServ schemes,
etc. However, none of these proposals have been
accepted by the Telcos for their IP networks. The
only solution they employee is the oversizing 
solution.

However, in the near future there will be mil-
lions of fixed terminals and millions of mobile ter-
minals to handle. The users waiting for a quality
of service, (VoIP, real-time VoD, etc.) will need to
support a control of the network that could decline
in different QoS bearers.

For that reason, a large group of companies are
proposing a novel solution that is supported by a
policy-based control using a signalling system.

In the following section we describe the new
control-based networking architecture. Then, we
present a queuing model to size the policy center
and some results that seem of interest on the scal-
ability of this architecture. Finally we conclude
with some future extensions of this work.

The Telecom Internet
The Internet Telecom was born from the aims of

the UMTS manufacturers. The core network of
UMTS has to transport all kind of information
with a high quality of service. The first generation
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for this core network is based on ATM using the
AAL-2 and AAL-5 protocols. This is due to the fact
that ATM has built-in mechanisms that permit dif-
ferent quality of service to different types of traffic.
Since the UMTS architecture is more and more
dependent on IP applications and in order to avoid
duplication it was decided that the second gener-
ation of the core network of the UMTS has to be
IP-based. A look at the different solutions to
provide a quality of service in IP networks shows
that neither IntServ, DiffServ, RSVP nor native 
IP using Gigarouters or Terarouters are ideal 
solutions. The proposal is to come back to an 
old solution which is quite classical in the 
telecommunication area:. Specifically, they
propose to use a signaling scheme in order to allo-
cate the necessary resources to guarantee a quality
of service.

The proposal is described in Figure 1. This archi-
tecture is described mainly in the RFC 27481 and
RFC 2753.2 Extensions are given in references.3–10

Figure 1 illustrates the layout of various policy
components in a typical new Internet architecture.
The architecture is composed of two planes: the
user plane that could be MPLS or native IP with,
for example, IP over DWDM links. The signaling
protocol COPS is used to communicate policy
information between a Policy Enforcement Point
(PEP) and a remote Policy Decision Point (PDP)
within the context of a particular type of client.
The device to make local policy decisions in the
absence of a PDP can use the optional Local Policy
Decision Point (LPDP). In the sequel, the PDP is
also named Policy Server. The PEP may commu-
nicate with a policy server to obtain policy deci-
sions or directives. The PEP is responsible for
initiating a persistent TCP connection to a PDP.
The PEP uses this TCP connection to send requests
to and receive decisions from the remote PDP.
Communication between the PEP and remote PDP
is mainly in the form of a stateful request/decision
exchange, though the remote PDP may occasion-
ally send unsolicited decisions to the PEP to force
changes in previously approved request states.
The PEP also has the capacity to report to the
remote PDP that it has successfully completed per-
forming the PDP’s decision locally, useful for
accounting and monitoring purposes. The PEP is
responsible for notifying the PDP when a request
state has changed on the PEP. Finally, the PEP is
responsible for the deletion of any state that is 

no longer applicable due to events at the client or
decisions issued by the server. When the PEP
sends a configuration request, it expects the PDP
to continuously send named units of configuration
data to the PEP via decision messages as applica-
ble for the configuration request.

When a policy is successfully installed on the
PEP, the PEP should send a report message to the
PDP confirming the installation. The server may
then update or remove the configuration informa-
tion via a new decision message. When the PDP
sends a decision to remove a configuration from
the PEP, the PEP will delete the specified configu-
ration and send a report message to the PDP
as confirmation. The policy protocol is designed 
to communicate self-identifying objects which
contain the data necessary for identifying request
states, establishing the context for a request, iden-
tifying the type of request, referencing previously
installed requests, relaying policy decisions,
reporting errors, providing message integrity, and
transferring client specific/namespace informa-
tion. To distinguish between different kinds of
clients, the type of client is identified in each
message. Different types of clients may have dif-
ferent client specific data and may require differ-
ent kinds of policy decisions. It is expected that
each new client-type will have a corresponding
usage draft specifying the specifics of its interac-
tion with this policy protocol.

The context of each request corresponds to the
type of event that triggered it. The COPS context
object identifies the type of request and message
(if applicable) that triggered a policy event via its
message type and request type fields. COPS iden-
tifies three types of outsourcing events: (1) the
arrival of an incoming message (2) allocation of
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Figure 1. The global architecture
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local resources, and (3) the forwarding of an out-
going message. Each of these events may require
different decisions to be made. The content of a
COPS request/decision message depends on the
context. A fourth type of request is useful for types
of clients that wish to receive configuration infor-
mation from the PDP. This allows a PEP to issue a
configuration request for a specific named device
or module that requires configuration information
to be installed. The PEP may also have the capa-
bility to make a local policy decision via its Local
Policy Decision Point (LPDP), however, the PDP
remains the authoritative decision point at all
times. This means that the relevant local decision
information must be relayed to the PDP. That is,
the PDP must be granted access to all relevant
information to make a final policy decision. To
facilitate this functionality, the PEP must send its
local decision information to the remote PDP via
an LPDP decision object. We describe in Figure 2
the PDP actions.

The PDP is in relation with different servers that
have to decide about the demand of the user: First,
a repository server accessed through LDAP veri-
fies the access rights of the user. The Bandwidth
Broker, the Mobility Broker and the Security
Broker provide the user with the resource neces-
sary to get the quality of service in demand.

T he main problem concerns the size of the
domain under the reponsibility of a

policy server.

The Model and the Performance
The main problem concerns the size of the

domain under the responsibility of a policy server.
The problem is to understand how many cus-
tomers just one policy server could manage. When
several domains have to be traversed to open a
connection between two users, the policy servers
communicate through the COPS protocol.

We assume that best effort services do not ask
for a reservation and therefore do not use the sig-
naling mechanism.

To open a connection a signaling command has
to be sent. This is the first action to be performed
by a new customer. During the life of the connec-
tion, the policy server has to make sure that the
quality of service of the connection is maintained.
The load of the policy server depends on the total
number of flows that are accepted by the network.

The policy server and the different brokers are
each modeled by a queue. Let the current number
of connections that the policy server is in charge 
of be c. The life of a connection is depicted in
Figure 3.

A user that wants to establish a connection to 
a destination user issues a set-up request. This
permits the user to negotiate via the policy server
a quality of service (QOS) between the two ends
of the connection. When the set-up request is
accepted, an ACK message is sent to the user. From
time to time a control packet is transmitted to the
policy server for maintenance or to request a
change in the policy which may result to a new
configuration in the routers. Therefore, during the
duration of a connection, the policy server is busy
with the management of the connection.

We assume that c connections can be managed
simultaneously and we would like to determine
the maximum value for c, that is, the maximum
number of requests that may circulate in the policy
server and its different brokers. Depending on the
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implementation of the protocol, different kinds of
management of the broker could be taken into
account. As a first approach, we assume that the
requests have to be served following a well-
defined path, visiting first the policy server, then
the different brokers in series. All the requests
follow the same path. One possible model is given
in Figure 4, where N is the total number of brokers.
The requests ask for services which are exponen-
tially distributed with parameters g1, g2, . . . gN. The
first queue represents the policy server. This queue
is composed of c parallel independent servers.
Each server corresponds to a connection that is
under control of the policy server. When c con-
nections have been accepted the number of server
of the policy queue is c. A set-up request is auto-
matically accepted, which corresponds to one
more server in the policy queue. When a customer
enters the policy-server queue, the server will be
busy until the end of the lifetime of the connection.
This lifetime is decomposed in service times and

two types of waiting times. Indeed, the service
time of the policy-server corresponds to the treat-
ment of the request. When a customer leaves the
policy server, he enters the path going through the
N brokers. Then, at the end of the last broker it
enters with probability 1-p into a waiting time
queue that represents the time that the connection
has to wait before the next control action.

Let m-1 be the mean service time of the policy
server. Let a-1 the time the server waits for a new
control demand concerning the same connection.
After the passage through the N brokers, with
probability p the connection is released. If a new
cycle is necessary, this corresponds to a new
control action.

The quantity N is the number of brokers 
the demand has to go through. We assume that 
the service times requested in the different servers
are exponentially distributed with parameters 
g1, g2, . . . gN depending on the type of service 
the broker has to run. The bottleneck of the system
can be either the policy server or one of the
brokers.

Indeed, there is no queue in the policy server
and the waiting time for a new action since the
number of servers may become infinite. The model
is a BCMP model and may be solved as a product
form solution. However, in this paper we are inter-
ested in the maximum number of connections that
such a system may support. If we assume that the
system is running under a finite value of c that we
can obtain by replacing a customer leaving the
system by a customer entering the system, the
model may be replaced by a new one, where input
and output were removed.
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Figure 4. The model of a policy server

Figure 5. Maximum throughput vs c, for N = 3
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As the number of customers is constant and
equal to c, this model is a BCMP model that can be
solved as a product form solution. Then, it is easy
to compute the mean time to get an answer to a
request or an intermediate control to the policy
server. This time corresponds to go through the
policy server queue and the different brokers. 
To be conformed to the classical performance
required by a signaling request, this mean re-
sponse time has to be under 100ms. This corre-
sponds also to a real time process that should may
be supported by the policy server.

The mean response time of the system depends
upon the number c and the number of brokers. If
we assume gi = 10-6, i = 1, 2, 3, . . . , N, we obtain
the results depicted in Figure 5.

The result is not strongly dependent on N. It
depends on the service rate of the brokers. When
the rate is very high, it is possible that more than
one million connections can be handled simulta-
neously. This gives an idea of the size of a domain.

Conclusions
We believe that in the future the enforcement

points could not be edge routers except compli-
cating the way to enforce the policy on these
machines.

To get a direct negotiation with the PDP, a draft
proposal has been issued10 proposing to use a
COPS protocol for supporting a Service Level
Specification negotiation. This solution provides
the network with a flexible protocol that may

support multiple client-types. The COPS-SLS pro-
tocol needs only the corresponding new client-
type (COPS-SLS). The client-handle object defined
by COPS protocol gives a mechanism for handling
various requests in a single PEP. This capability
will be used to handle several SLS negotiations
from a single PEP.

Finally, we have also proposed11 to place a PEP
in the smart card that will be included in mobile
terminals.
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