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Abstract—Network operators often use a trouble ticket system
to track all the steps of troubleshooting and maintenance &uv-
ities. The history of trouble tickets carries valuable infamation
for network management. Unfortunately, trouble tickets are
not easy to mine, because they basically contain the human
description of a problem in free text. Analyzing hundreds of
trouble tickets by hand is too cumbersome; it is then important
to have the support of some automatic mechanism. This pa-
per proposes TroubleMiner, a mechanism based on document
clustering techniques to automatically mine network troude
tickets. We show the utility and generality of TroubleMiner by
applying it to thousands of trouble tickets from two researd
backbone networks. Network operators can apply TroubleMirer
to trouble tickets from their network to analyze general trends
in network incidents and maintenance activities. Researdrs
can use the insights from our characterization to decide with
troubleshooting or maintenance techniques are most needed

|. INTRODUCTION

fixed fields contain very limited information about the ined
itself. Although some trouble ticket systems contain a type
field, this field only provides a coarse classification. Netwo
administrators could learn about unforeseen network eruil
and obtain a considerably richer classification by using the
free text part of trouble tickets.

This paper addresses this challenge with TroubleMiner, a
mechanism that automatically organizes trouble tickets
hierarchy labeled according to the properties of the networ
events. We build this hierarchy such that the most prevalent
types of events appear closer to the top, whereas moreatétail
descriptions appear at the leaves. This structure alloweank
operators and architects to quickly identify the main ted
maintenance and troubleshooting. This paper makes two main
contributions:

The primary function of a network trouble ticket system is , TroubleMiner, a mechanism to mine the history of

to coordinate maintenance and troubleshooting activites

trouble tickets. We leverage common techniques for

network operations center (NOC). Network operators open a
trouble ticket upon the request of a customer experiencing
a problem or to schedule a maintenance activity. Network
equipments can also open a trouble ticket automaticalbr aft
an alarm. Then, the trouble ticket system documents alkstep
until the closure of the ticket. Clearly, trouble ticket ®ms
are essential for everyday network operations. Moreower, t
history of trouble tickets is a valuable resource to support,
network management decisions and to guide research on
troubleshooting and maintenance techniques. Unfortlynate
trouble tickets are rarely used for these purposes, mainly
because the manual inspection of hundreds of trouble ficket
is impractical and there are no automatic tools to assigtig t
task. This paper proposes an automatic mechanism to mine
trouble tickets, which we callroubleMiner

Trouble tickets contain two types of fields: fixed and free
form [1]. Fixed fields are often generated automatically lik
the trouble ticket’s identifier or the time the ticket is opdror
closed. Free-form fields have no standard values. For exampl

document clustering [2], [3] to obtain groups of related
trouble tickets. Given our goal of building a hierarchy, we
use a well-known hierarchical clustering algorithm [2],
[3]. Our main contributions presented in Sec. Ill are the
methodology to process and model trouble tickets; and
an algorithm to process the binary tree output by the
clustering algorithm into a labeled hierarchy.

Insights from the analysis of trouble tickets from two
networks. We apply TroubleMiner to one to three years
of trouble tickets from two different networks: Abilene
and Switchlan (described in Sec. Il). Our characterization
of trouble tickets (presented in Sec. IV) shows some dis-
connect between the need from operational networks and
the efforts from the research community. For instance,
our analysis shows that planned maintenance account for
more than half of the events that require the intervention
of network operators, but there are few proposals of tech-
niques to reduce the impact of maintenance techniques.

the subject of the ticket is just a sentence that summarimes t We hope that, by making the contents of trouble tickets
problem reported in it; the problem description is a fred-teeasy to analyze, TroubleMiner will instigate further rasba
field that contains details about the problem (this field carsing these under-explored datasets. Furthermore, olys@éa
contain a copy of a complaint email sent by a customer, fehould inspire the design of future management systems. The
instance); and the action field describes the resolutigmsstemanagement of future networks should face many of the
Free text often contains typos or different syntaxes torl@sc problems of current networks. Hence, the analysis of t@ubl

a single type of event. Operators already use fixed fields tiokets from operational networks will help focus research
get statistics on NOC's performance such as the numberaf management of the future Internet on practically relevan
tickets over time or mean-time to close a ticket. Howeveproblems.



I I . DATASETS O F TROU BLE T|CKETS Ticket 1: » maintenance to replace vip card & Maintenance hardware...”

Ticket 2: "Qwest will perform testing and maintenance on the IPLS-CHIN...”

We develop TroubleMiner based on our experience with
the analysis of trouble tickets from three networks. Abdlen
and Switchlan are research backbones that connect research
institutions and universities in the US and in Switzerland,
respectively. We also use trouble tickets from a large com-
mercial VPN provider to develop TroubleMiner. However, we
do not have permission to present results based on thisatlatas
and we point interested readers to our manual analysis ®f thi
dataset [4].

We analyze Abilene’s trouble tickets from January 1, 2005 K key words
to May 28, 2007, and Switchlan’s trouble tickets from Jaguar
9, 2007 to August 4, 2008. Abilene uses an email system Fig. 1. Vector representation of trouble tickets
to record trouble tickets [5]. We process a total set of 3,450
emails and extract 1,676 unique trouble tickets. Switchises
a web-based trouble ticket system [6]. A limited number of Stemming. Stemming is the process for reducing words
tickets are publicly available. We only find 147 trouble 8tk tg their stem or “root” form. For example, “migrating” and
“migrated” have “migrat” in common. This process helps to
reduce the number of words and to drop additional details

This section presentsroubleMiner a mechanism to struc- that are not necessary in the analysis of trouble ticketeum
ture trouble tickets into a hierarchy based on the content gfidy, we stem words with the Porter's Stemmer adapted to
the problem description. TroubleMiner works in three stepEnglish [7].

First, it analyzes the set of trouble tickets from a netwark t Removal of low frequency words. Our analysis shows
determine the best approach to model trouble tickets. Secothat more than half of the words of both networks appear in
it uses a well-known hierarchical clustering algorithm [2pnly one trouble ticket. Although such words might capture
to find groups of related trouble tickets. Last, it introdsicesome unique detail about the problem, they cannot be used
an algorithm that uses these groups to build a hierarchy tof summarize or classify the problem reported in a group of
trouble tickets. This hierarchy is organized so that proisie trouble tickets. Hence, we remove all words that appear only
that happen more often are close to the top of the hierarclhyce from the set of potential keywords.

Sec. IV illustrates the utility and generality of this stwe Removal of irrelevant words. Not all words in a trouble

Ticket N: “Technicians will be replacing hardware on the NYCM to NOX ...”

N trouble tickéts

IIl. TROUBLEMINER

with two case studies. ticket express the essence of the problem. For examplegein th
_ description “we will perform a software upgrade on the route
A. Model of trouble tickets Swice2”, only “router, “software” and “upgrade” are enough

We need to represent each trouble ticket with a simple fully describe the problem. Therefore, it is also impott®
model that can be processed automatically. Tdte the set of filter words that do not carry information about the problem.
trouble tickets of a given network amd = |T| its Cardinanw_ Our anaIySiS of trouble tickets shows that the fO”OWinngTS
First, we search for the set of features that best descibesOf words can be safely removed: stop words (such as “a”
We call each selected featurekayword Then, we represent OF “and”), general words (like “engineer” or “vendor”), sem
each trouble ticket]” € 7, as a vector, where each elementerbs, and the names of routers and neighbor networks.
corresponds to a keyword. We run these steps twice. The first pass outputs a list of

1) Keyword selectionTroubleMiner uses the set of wordspotential keywords. We manually verify this list to correct
in the subject and problem description of trouble ticketse T any spelling mistakes and to find synonyms. The second pass
VPN provider's trouble tickets contain a succinct problergets the final list of keywords. Switchlan has 72 keywords,
description, but Abilene and Switchlan can sometimes ha@gd Abilene 164.

a long description with details about the impact that are not2) A vector per trouble ticketGiven a set of keywords, we
relevant to characterize the problem. Our manual analyfsisa@n model a trouble ticket as a vectdr,where each element,
trouble tickets of Abilene and Switchlan suggests that apeil'(k), represents the importance or thveight of a keyword,
tors usually describe the problem with one or two sentencksto the trouble ticket. The main challenge is to select the
and then give further details. So, to focus on the essencewsfighting scheme that best describes trouble tickets.

the problem, we only consider words in the first two sentencesThe simplest representation is to use a binary vector, where
of the problem description. The set of features is then tgk) = 1, if keyword k& appears in the trouble ticket; and
combination of each word that appears in the subject and thék) = 0, otherwise. Fig. 1 illustrates a set of trouble tickets
first two sentences of the problem description of all troublepresented with a binary vector. The main drawback of the
tickets,T' € 7. Given this initial set of features, we select théinary representation is that all keywords are given theesam
set of keywords as follows. weight. This representation could work well for flat clugter,



. . . TABLE |
but our goal is to build a hierarchy where keywords that appea COMPARISON OF DISTANCES AND CLUSTER SIMILARITIES

at the top represent a broader class of network events.

. . Abilene Switchlan
We e_valuate four weighting schemes proposed for document avg. comp. single| avg. comp. single
clustering [8]: Eucidian | 0.06 096 096] 093 092 0092
« Term frequencyTF) setsT'(k) to the number of timeg cosine 094 093 0808 08 076

occurs insidel’. Consequently, the weight of a keyword
k may be different between trouble tickets, i.€(k) #
T'(k), for two trouble ticketsl" andT” € 7.

Document frequencyDF) uses the number of trouble We use the hierarchical agglomerative clustering algo-
fickets in 7T that containk as the weight fork. If T rithm [3], [2]. The following steps summarize this algorith

andT” contain the keyword:, thenT'(k) = T"(k). 1) C;re.a'Fe ar_W X N similarity matri_x, where an element
(4, 4) in this matrix equals to the distance between trouble

ticketsT; and T, d(T;,Tj);

2) Assign each trouble tickef;, to a cluster;

3) Merge the two closest clusters;

4) Compute the similarity between the new cluster and all
existing clusters;

e'S) Repeat Steps 3 and 4 until all trouble tickets fall into a
single cluster of sizéV.

« Inverse document frequen@PF) is 1/DF. The intuition
behind IDF is that rare keywords are better for capturing
what is unique about a document.

o TF x IDF combines the frequency of a keyword inside a
trouble ticket with the number of trouble tickets in which
it appears. A keyword is assigned a high weight if it
appears both in few trouble tickets and many times insid
a trouble ticket.

The choice of the weighting scheme is tightly related to the _ . ) ] o )

goal of the clustering. For instance, in the retrieval of web TNiS @lgorithm relies on two similarity metrics: Step 1 com-
pages, the most common weights are TF and>TFDF [9], putes the distance between_ pairs of trouble tlcl@(@i,Tj);
[10]. Often, a large number of web pages contains a given axd Step 4 _computes the _S|m|Iar|ty between pairs of clusters
of keywords. In this case, a weighting scheme that takes inthese metrics are essential to determine the structureeof th

account the frequency of a keyword inside a web page hefigsulting tree, and consequently the quality of the hignarc
single out the most relevant pages to the search. Distance between trouble ticketsWe compute the distance

We find that DF works best for our goal of buildingP&tween two ticketsd(7;, T}), using two commonly-used
a hierarchy that organizes trouble tickets according to tifeetrics: Euclidean and cosine [3].
prevalence of network problems. TF is not appropriate for Similarity between clusters.We evaluate three approaches

1 1 1 1 /.

this case. For example, a group of trouble tickets that dosita!0 determine the similarity between two clustersand C”:
the keywords “card” and “crash” describes the same netwolk® Singles complete-and average-linkapproaches [2], [g]-
problem irrespective of the number of times any of thesen€ single-link approach sets the similarity 6f and C
keywords appears in each trouble ticket. KFIDF is not to the distance between their most similar trouble tickets
appropriate either to get a hierarchy of trouble tickets.7F (-8, minyrec rec:d(T,T")). The complete-link approach
IDF gives high weight to words that occur many times withi'S€S the distance betweer) their most d|fferer_1t troublestsck
a small number of trouble tickets, which does not match wih€- mazvrec,rec:d(T,T")). The average-link approach
our goal of building a hierarchy. For example, the keywor@‘_)mpUtes the similarity _between two _clusters as the average
“maintenance”, relevant to separate planned and unplanrigiance between all pairs of trouble tickets.
trouble tickets at a high level of the hierarchy, will get a We_run_the hlera_rchlcal clusterl_ng algorithm wlth each ef th
very low weight. On the other hand, DF gives higher Weighf%?mb'f‘?t'ons_ of distances (Euclidean and _cosme) andarlust
to keywords that appear in more trouble tickets. As a resufimilarities (single, complete and average link). The kesy
the clustering algorithm will build a hierarchy with the neor clustering is a binary tree, which we denote#E. Then, we

frequent keywords closer to the top, thereby emphasizieg teéasure the quality oBT using the cophenetic correlation
most prevalent network incidents. coefficient [11]. Thecophenetic correlation coefficiemhea-

Therefore, we represent each trouble ticketis a vector Sures how close the distances between trouble tickefsZin
using the DF weighting scheme. Each elem@it) equals Match the pair-wise distances of trouble tickets in theinal

the number of tickets iff” that contain the keyword. dataset,7. The closer this coefficient is to 1, the better the
binary tree reflects the original structure of the troubd&dis.

B. Correlating trouble tickets Table | presents the cophenetic coefficient of the clusgerin

Given a set of N trouble tickets represented as vectorgf trouble tickets of Abilene and Switchlan using different
7 = {Ty,---,Tn}, TroubleMiner correlates them usingdistance and similarity metrics. We choose Euclidean désta

hierarchical clustering [2]. Hierarchical clustering isrfect because the clustering with Euclidean distance is comsigte
for our needs, because it already outputs a binary tree hwhlzetter than with cosine (the cophenetic coefficient with Eu-
is easy to post-process into a hierarchy of trouble tickiéts.clidean is always above 0.9). The choice of cluster sintylari
is also simpler to configure than other clustering mechasiisnmetric is not as trivial. Although the average-link approac
because it does not require a predefined number of clusteiis. better in most of the cases, it is not significantly better



and, in the clustering of Abilene trouble tickets with Edelan ~ Algorithm 1: Transform binary intaV-ary tree
distance, all approaches perform the same. Still, we chibese input : BT, binary tree

average-link approach, because it does perform betterrin ou output: H, N-ary tree

datasets and it has been shown to be the most effective clustel begin

similarity metric for other datasets as well [12], [9], [10] for ‘iefaqihhgsg?; i nlfgyitﬂet;]reath-first orderdo

2
3
4 addwu to H;
5

C. Hierarchy of trouble ticket .
) o ] ) ) | u.head — u.id;

ThIS sectlo_n mtrqduces TroubleMiner’s glgorlthm to obtai for each childv of u do
a hierarchy in which groups of trouble tickets are labeled , if v.label # w.label then
according to the network problem they report. The result of s | v.parent — u.head,
the hierarchical clustering is a binary tré&x) with unlabeled 9 else ifv.label — wu.label then
nodes. This tree captures the correlation between troubleo L v.parent «— u.parent;
tickets, but does not explicitly output the set of keyworstt 11 v.head < u.head,

each pair of tickets shares. In addition, the binary stmectu L
of the tree is too restrictive. For example, say that thege ar 12 €nd
three trouble tickets with keywords (“maintenance”, “rexj,
(“maintenance”, “link”), and (“maintenance”, “power”)t s
clear that this dataset is better represented by a tree Williition, it savesu’s identity as the head of the sequence
one root, labeled “maintenance”, with three children (%0l for 4 by updatingu.head (lines 3-5). Next, Alg. 1 visits all
“link”, and “power”) than by a binary tree. Therefore, we,'s children. If a childv has the same label as then we
transformB7 into a hierarchy}{, which is a labeledN-ary set y.head with u.head. This step guarantees thatis not
tree. First, we label all nodes 87 Then, we combine nodesadded to, because when Alg. 1 visits, v.head will not be
of BT that have the same label relaxing the binary structuggnpty and the check on line 3 will fail. On the other hand, if
and obtaining/. u.label is different thanv.label, thenv.head is not updated
Labeling BT . We labelBT in depth—first order. Remember(consequent|y it will be empty when the a|gorithm V|S’Ltb
that each leaf contains exactly one trouble ticket,So, the Only v's parent information is updated to point to the head of

label of each leaf is just the set of keywords preseft.i®nce s sequence. This update is important wheis not the head
all nodes in the subtree &7 rooted atu are labeled, we can of jts sequence.

label« with all keywords that belong to the intersection of the

keywords in the labels of all af’s children. If this intersection unkpown” unknown”
. / 7)
is empty, then we label as “unknown”. A ~
From labeled B7 to H. We can now use Alg. 1 to trans- e o Croger) "powss” gl mafateo’

form the labeled37 into a concise hierarchy with meaningfull, /\ e

. X X router\ unknmm (" mdlntcn "mainten ™ mamten ( mamlcn ( mamml
labels, which we denote b}. Basically, the algorithm merges A o) A rowger) - eable’ © k)
a sequence of parent-child nodes that have the same labe]. It pofer K g Crfginr

. . . . cable 11

traversesB7 in breadth-first order, and iteratively compareg @) )

the label of each node to that of its children. The algorithm

only adds a node t@{ if its label is different than that of its Fi9: 2. Example of transformation &7 into 7. Each node is represented

parent. by its label and its cardinality. “mainten” is equivalent ‘maintenance
Take the example in Fig. 2, where nodes are identified with

their labels and cardinality (i.e., the number of troubtdxéits

contained in their subtree). Fig. 2 presents the binaryarek

the resulting hierarchy. The right subtree of the labeia We now show that TroubleMiner outputs meaningful hier-

in Fig. 2 contains some examples of sequences of labelhies that are useful to characterize network incidewis f

nodes with the same label (for instance, “maintenance;(1Touble tickets.

“maintenance”(5)). Similarly, the root of the tree and two Fig. 3 and 4 present TroubleMiner’'s output when applied

nodes in the left subtree all have label “unknown”. The go& Abilene’s and Switchlan’s trouble tickets. In these figir

of the algorithm is to find the head of a sequence of node& annotate each cluster with two values: the total number

that contains a given labef, The head of a sequence with of trouble tickets contained in the cluster; and the pergat

label ¢ is the node closest to the root Bf7 labeled with?. In  of tickets in the cluster. We compute this percentage ower th

our example, the node “maintenance”(17) is the head of theal number of trouble tickets (aW), for each network. For

sequence with label “maintenance” and the root of the treedkrity of presentation, we only present clusters that aionat

the head of the sequence with label “unknown”. least 0.4% of Abilene’s trouble tickets and 1% of Switchsan’
Alg. 1 starts by visitingB7’s root and adding the root to Note that nodes inherit the labels of all of their ancestbos.

the new treeH. Every time the algorithm encounters a nodexample, in Fig. 3, at the third level, the label of the node

u with a new label ¢.head is empty), it addsu to H. In  “cable” should be “maintenance, link, cable”.

IV. CASE STUDIES
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router link maintenance connection cable

35 (23.8%) 7 (4.7%) 90 (61.2%) 7 (4.7%) 2 (1.3%)
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connection  link power — rade traffic cable router power link cable equipment connection power
5(3.4%) 4 (2.7%) 8 (5.4%) 9[1?5 1%) 2(1.3%) 3(2.0%) 41(27.8%) 3(2.0%) 31(21.0%) 6 (4.0%) move 3(2.0%) 2 (1.3%)

P/buiiing\i l \ 2 (1.3%)

power-supply upgrade power move upgrade cable

5 (3.4%) 31 (21.0%) switch-off zﬁcg%) 3 (2.0%) 25 (17.0%)
\ 2 (1.3%) : /
hardware
power-off cable

connection  software move  connection replace

chassis infrastructure 3(20%) 2(18%) 2 (1.3%)

13(8.8%) 13 (8.8%)

replace 2 (1.3%)
/ l i 3 (2.0%)
10S

software memory

7(4.7%) 3 (2.0%) Operating-system

3 (2.0%)

memory
3 (2.0%)

Fig. 3. Hierarchy of Switchlan’s trouble tickets (only folusters with more 1% of trickets).

We highlight the main lessons from the characterization tdbeled with software under maintenance in the hierarchy of
Abilene’s and Switchlan’s trouble tickets. Switchlan we have 13.5% of all trouble tickets related to
More than half of the trouble tickets correspond to software upgrade; this percentage represents almost half o
maintenance activities.Fig. 4 shows that 52% of Abilene’s all router maintenance. We obtain similar results for Abde
trouble tickets refer to maintenance activities, this patage 6.3% of trouble tickets relate to router software mainteean
is even higher for Switchlan (Fig. 3 has 61.2% of maintenan€éis represents more than half of all router maintenance).
activities). Although some previous studies [13], [14]5]1 Router software maintenance mainly consists of operating
have mentioned the importance of maintenance for netwd¥¥stem upgrade or installation. This indicates that router
operations, we are the first to present a quantitative aisaly¢endors should put greater effort in seamless softwareaajegr
of trouble tickets to corroborate this intuition. One promising approach is to execute many operating system
Such a large fraction of maintenance activities may evéfstances in parallel [18] so that while one instance is gein
seem to contradict previous results that show that only 209g9raded, the others can take over.
of link failures are related to maintenance [14]. Howevkist  Both Abilene and Switchlan have a considerable fraction
previous study measures link failures that appear in IS-t8 trouble tickets that reports planned maintenance orslink
messages and it labels as maintenance only link failurds tdilene has 23.9% of trouble tickets that refer to circuit or
happened during the maintenance window. This implies thaable maintenance, whereas Switchlan has 25% of trouble
(i) it cannot observe maintenance activities that do notactp tickets on maintenance of cable or link. Link maintenance
IS-IS (our preliminary analysis indicates that some evémts activities happen often to relocate, rollback, and testcapt
trouble tickets do not impact I1S-IS [4]); (ii) it misses allfibers; or to replace fiber components (such as card and bptica
maintenance activities that happen outside of the maintmaamplifier). Network operators frequently inspect cable for
window; and (iii) the fraction of maintenance activities ynapotential rodent damage. They can also relocate fiber after
seem less significant when comparing to all IS-IS link fakyr road construction, train derailment or natural disastensk
because most of these failures are short [14] and consdgueahd cable maintenance are inevitable; it is hence esseatial
do not appear in trouble tickets [4]. build networks with enough physical redundancy and provide
Despite the importance of planned maintenance in netwd?Rerators with easy ways to reconfigure their network in
operations, there have only been a handful of proposalsReeparation for taking out a link.

limit the impact of maintenance on customer’s traffic [16], The prevalence of unexpected events depend on the
[13], [17]. Our analysis suggests that researchers shauld petwork topology and connectivity. We consider any trouble
more effort in developing techniques to reduce the impact g¢ket without the keyword “maintenance” as an unexpected
maintenance on customers and to automate maintenance agiident. With this definition, we count 48% of unexpected
ities, so that they require less effort from network operai events in Fig. 4 and 38.8% in Fig. 3. The balance between
teams. router and cable incidents is different depending on the net
The most common types of maintenance are related to work. Switchlan has more failures that affect routers, wher
router software upgrades and cable.Most of the router Abilene has more failures on circuit or connection. Thigedif
maintenance relates to software. Adding the different boxence reflects the topology and connectivity of each network.



All trouble tickets

% e ———
[
peer / circuit connector/ maintenanceconnection router IXP

/463 (273%7\ 109 (6.5%) 184 (10.9%) 873 (52.0%) 9 (0.5%) 18 (1.0%) 14 (0.8%)
N PR A P ~—
circuit connection router unstable cable power cable card connection cable power router peer circuit IXP  connection connector
28 (1.6%) 111 (6.6%) 9 (0.5%) 53 (3.1%) 14 (0.8%) 7 (0.4%) 23 (1.3%) 8 (0.4%) 56 (3.3%) 7 (0.4%) 4 (0.2%) 111 (6.6%) 277 (16.5%) 291 (17.3%)7 (0.4%) 11 (0.6%) 158 (9.4%
BGP
BGP change
i unstable cut cut routing software  reset circuit router software cable cable replace relocation rollback connection router software upgrade
150 8%/0) 13 (0.7%) 9 (0.5%) 12 (0.7%) 10 (0.5%) 82 (4.8%) routing 105 (6.2%)23 (1.3%) 16 (0.9%) 7 (0.4%) 60 (3.5%) 32 (1.9%) 9 (0.5%) 14 (0.8%) 29 (1.7%) 42 (2.5%)27 (1.6%)11 (0.6%
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J J 12 (0.7%/ \
BGP  upgrade connection cable software upgrade relocation rollback card amplifier software upgrade
9 (0.5%) 18 (1.0%) 9 (0.5%) 10 (0.5%) 8 (0.4%) 4 (0.2%) 25 (1.4%) 15 (0.8%) 14 (0.8%) 9 (0.5%) 19 (1.1%) 12 (0.7%)

Fig. 4. Hierarchy of Abilene’s trouble tickets (only for ehers with more than 0.4% of tickets. Except for the clusfwer” with the cardinality 4 at the
second level).

Switchlan has many more backbone routers than Abilene (#hich even the types of incidents can be unexpected. Instead
routers, as opposed to 11 for Abilene), but it also has massy l@ur work relies on free-form text of trouble tickets. In our
peers and customers (Switchlan has 8 neighboring netwofuture work, we plan to extend TroubleMiner to assist in
and 30 customers, whereas Abilene reports 33 peers and Aé@vork troubleshooting.
customers).

Unexpected power outages and routing errors are less VI. CONCLUSION

frequent. A previous analysis of trouble tickets found that This paper recognizes that trouble tickets contain strateg
approximately 16% of network events were explained RB)iformation on the operation of IP networks and presents
power outages [19]. Our analysis finds only a few instancegoubleMiner, a mechanism to process them automatically.
of these incidents. Abilene has only 0.6% of power outagese free-text nature of trouble tickets is the main chalteng
in over two years of data. Switchlan has more power-relatest automating this process. TroubleMiner applies documen
failures (6.7% of all trouble tickets). clustering techniques to address this challenge. We make
Routing failures are also rare in Switchlan and Abilenéwo main contributions in designing TroubleMiner. Firste w
In Switchlan, these events are not frequent enough to apppaipose a model of trouble tickets. We specify a methodology
in the hierarchy. In Abilene, we do observe 1.3% of routinfbr selecting the set of keywords for a set of trouble tickets
failures. It is interesting to see that almost all of theskifes and model each trouble ticket as a vector of keywords using
relate to BGP—Abilene had 24 unexpected events relateddgi@cument frequency as weight. Second, we build an algorithm
BGP in the three years we study. Given the late attentiomgivgy transform the output of the hierarchical clustering iato
to routing configuration errors [20], [21], we expected tddfinhjerarchy labeled according to the content of trouble tiske
more of these incidents. However, we only find four cases gfur hope is that, by simplifying the analysis of trouble &tk
reported misconfigurations in Abilene and two in SwitchlanTroubleMiner will instigate other researchers and network
operators to study these under-explored datasets. Thghtasi

learned with TroubleMiner should also inspire the design of
RFC 1297 emphasizes the importance of trouble tick&iture management tools.

systems for network operators [1], and discusses requiresme
for these systems; but it does not provide a methodology to VIl. ACKNOWLEDGEMENTS
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